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Seventh Semester B.E. Degree Examination, Aug./Sept.2020
Gryptography

Max. Marks: 80
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Time: 3 hrs.
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4 a. Encrypt a message "Paymole ntoney" ,r?rt. Hill cipher with the key
(n ti s)
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b. With the help of block diagram explain single rorind of DES algorithm.

Module.3
5 a. With the help of block diagram explain AFS Encryption and decryption.

b. With a example explain 4-bit linear feedback shift registers.

I of2

OR
6 a. Elaborate geffe generator, generalized geffe generator and stop-and-go generator of stream

ciphers using LFSRs. (08 Marks)

b. With the help block diagram Beth-piper stop-and-go generator, alternating stop-and-go
generator and Bilateral stop:6n6-ro generator. (08 Marks)

Module-4
7 a. State and prove Felmat's theorem.

b. Briefly explain RSA algorithm and key generation.

c. Differentiate between conventional and public-key Encryption.

ffiffi

Note: Answer any FIVE full questions;,'choosing ONE full questionfrom each module.

, "", Modur"-1
1 a. Find the greatest corrrmon divisor (1970,1066) using Euclidean Algorithm and Explain the

Algorithm.
Explain Extended Euclid algorithm for (m, b).
Define Rings and its axioms.

OR
Define groups and fields. Explain its axioms.
Explain polynomial Arithmetic, with an oxamples.
List out the properties of modular Arithmetic for integers in 2,.

Module-2
With an example explain play fair cipher.
Explain transposition techniques.
What is Causal cipher? Give an example.
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,,,i'\.OR *.rlr
a. State and prove Euler's theorem. .,, ''','i'li'" (05 Marks)

b. Discrss dfn. H"ti*an t ey exchange algorithm. -E{ffi how the algorithm is used to

exchange secret key. *nt;.n (06 Marks)

c.InRSA-systemitiigivenP:17,q,=11,e:7,'M438'FindtheciphertextCandmessage
M from decryPtion. 

, ,, 
(05 Marks)

{e '::' r;

lvrocuGs
a. Explain the requirements for *.rrug"-fr!ffi*tion codes' rii,];'""' (9l Marks)

b. Wittr ttre help of neat diagranu explaia the fnessage digital generationusing SHA-512

Modulle=3
;e @;ttf,,itication codes.

dq tfie'tnessage digital I

9

10

(0E Marks)

(08 Marks)
a.

b. gxplain MDS main loop. .,. .. ,".:.. (08 Marks)
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